The "Gotchas§'<6ﬁ\§p1unkl
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What's a "Gotchq"(a nywayP

<N /g\& (
"Reports that say that somethlng hésn t ha(ppened are always Interesting to

me, because as we know, there are known knpwﬁs there are things we
know we know. We also kn0w the(e>are knqwn unkno\an that is to say we
know there are some tﬁ#\ s we do not' know Butj there are also unknown
unknowns - the ones we don t kn(ow we dén t KnOw. And.if one looks
throughout tlﬁe (hDstory ofour cOOntry and d)ther(f(e%e co(uhbrles It is the latter

category. tha tendto be(thé &Iﬁlcult one\s( o eS
G) O ) r"‘

/

,-— UAlteg §tates (Secreta(y( b? Defense Dcmald Rumsfeld In answer to a
questlcm at a U:S: Depﬁrimen; of Defe(nse (DoD) news briefing on February
12, 2002 a}btgut)the lacl Qf évvdenqe((llﬁklng the government of Irag with the

supply 6f weapons of mass destruction (WoMD) to terrorist groups.
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Gotcha #1: The negative & i

Qse\n\sm\w@world of SPL

KA ( \
SPL Result(('<NOT is NOT theesame as "I="
NOT gregg Drops ei&ﬁ»s <%n@nnmg s{rmb gregg any where/case.
NOT "Gregg" (Keeps eve nly if.! raw’ des NOT contain 'gregg’;
NOT GrEgG O /éo/me ft\e\@SYnay(h%We value 'gregg'.)

NOT user:gregg_
NOT user:"gre

Ierop rﬁs Whére flgld “user é{(lsts AND has value 'gregg'
BLPI;A SO[k eps events. WHere fle[d\user does not exist!

NOT user= gR (\ ((Dr\ops J\e\)éﬁts e(véh if _éravv contains ' gregq'.)
- ﬂ) lt(éds e\(ents Whére ﬁeld user exists & has value 'gregg’
%I_ Gge)gG (E\UXI' ALSb drgps events\ Where field 'user' does not exist!
\\ (Dr@bs eyeﬁts\even If ' _raw' contains 'gregg’.)
NO%) usef= r;) " \Drop§ event%‘QO félnlng string 'user=gregg' any where/case.
J QK . \\(Kegms events where field 'user' has value 'greqgg’,

NOT "User=GrEgg"

~ O unless'_raw' also contains 'user=gregg'.)

43“




Gotcha #2: Where is Eh@keqﬁmwty?

& V@
<</ < <\< /’\

THE SETUP: You are g)(lng to ngﬂ vg&xﬂp\drtlcylér\events

sourcetype-(l\/ﬁ(E <1t\5/\1\/IyF e;fq &yﬁéées(erasitbevfalue | stats count
< (s (

THE PKO/ Y@u are, récelvmg\to? maﬁy reSuqts and your investigation
our bqs@ search'is pol{la{te'd by false-positive (case-

|ﬁs>e sKvéymatc{\(@s \\ o§ <>< - \)
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Gotcha #2: Where is ;he Senslblwty?
THE SOLUTION: Use CASE() or any otk\ér pos¢ ‘p(lpe companson/ﬂlter:

sourcetype=MyEvents I\/IyFleld EASE{Q\/IVCaseSensmveVaIue)
sourcetype=MyEvents I\/IyFteId "MS/CaseSénsmveVaIue"
| where MyField=' d\/IyCaseSen)smveVa‘lue'; OV
sourcetype= I\/IyEvents I\/IyFleld MyCase(Sensm\/eValue
| where match( MvFleId "MvCésesensmve/VéIUe")
sourcetypfej—l\/iyEvents I}/Iylfleld "MyCaseSénsmveValue"
| regex M\/lfteld 'Mvdﬁaseﬁensltlve\lélue" (&
(Spﬂgrcetype*l\)/lyEvents Mylfvl’\eld "M3\/CaseS’eNS|tlveValue"
$) e\fab caselnsensltqveMatchTﬁf(MvFleId—"MvCaseSenS|t|veVaIue" 1,0)
( ) Search \caselns\éngt,lvgl\?latcp\—)il ‘
) 4 ( ) ,\ {,. J <
THE EXPLAN&ATION( Splunk Gs case -sensitive for string-literal values (not
fleld names) evervwhere, éxcept In the 'search' command (base search).
NOTE: The first meth‘o@ (usmq "CASE()") is vastly superior to the others.
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Gotcha #3: SPL can't escape from wildcards
Ny

(
o xr&/
THE SETUP: You are trying to filter Ro\@/hieadsﬂcio ment lines that are full of

asterisks (") 7 </( AN
sourcetype=MyEvents NQﬁ** *’K;*’)%** ) réi(ﬂ\ R

.. A
sourcetype:MyEveqﬁ N\O']'/'R?******’g*é'x\\ (r( )

<<\\

| ‘N < e
sourcetypezMy@vent&&l/b '*\f*’ét*)*xk**'/&ﬁ”\ (_ (}\r _\(\
source;ypé;q\/l)y(EVie its NQ-K[ w\”yg\i:\é\*‘\%\>c\l*\*)(§k)( ; . (( O

§6 u C@ (ypé:M (E)\Zéhts NdT '\*\’3\6‘&’?\*\*\*\\*\5@@-\
< ) (\fx =) AR SR

p (/; =) ;
<<\\ (()\ ((/))/(

- ( ) . <
4O (
Tlgé PR(Oé I)_\E f.iF& sgrﬁe rez%so}r, no matter what you do, everything stays or
everything disappearsh & )

«{o”




Gotcha #3: SPL can't escqrgﬂe ¥r0{n<W|ldcards

THE SOLUTION: You must usegné%& RQQEX) ”*lee (SQL) or similar
streamable command functlonim ag ( SR
\\\\

sourcetype= MyEva@g whefé/N OT n%atch {_faw A S W G e e b G G
SN 4GV &y
sourcetypce%M e\nfs<| Wher% NOTJlke(_(qA/\/( H*****(****%

¢
soKJrﬁeﬂ/pe@\glyEve nts)| ze gﬂ e{< Ya\/\ﬁ (’\\Q*\*\*X’f\*\(*\*\*\*\*

S
THE E%PLQ(N ION \l\dor(tknow E‘f‘r@ ”reésonlng behind it but asterisks ("*")

c&ﬁnot (es\c pé\dQI\n th gener i\base search (they will always be treated as
€ @ (s

wildcard charaKc ers). Q)\ < (j
( (

xgi“



Gotcha #4: Wildcard- |gno@ﬁ\?\§z@|ieral "eval"
&

THE SETUP: You have been %slge/d to flﬁc{o)ut hgv(v\'nany times something
happened in your data: < ( ﬁ r S \\

\\ ()

sourcetype= I\/IyEve<n {éas cpug\/I Our}t(Eval(MVFleld "123*"))

AS MyCourat Rev <M c(t\- <IQO *\\\ \qo\u[\t(/(céu t( J( \\

THE P BLE \For oy feas/oﬁ\ i mﬁfbemﬁsw\agl too low. Worse yet,
when ou r n@th dlreqtly (W|thou eval);ydu get a much larger answer

that sesn{smorregt \\gi <>( ¢ \)

12/3* | stats count

ﬂsourg:efybé 8M§}évent$ J\/I(vFle,IéLL
\

() (J
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/‘gi(ﬁ



Gotcha #4: Wildcard- gno@ﬁ%&«t‘tér‘al "eval"

\a
< N Gy
THE SOLUTION: With "eval" vou<ma \NEVER use \/Wdcards you must use
"match" (RegEXx), or "like" (SQL) |n\st(e@r lrgi(;, (\\\\

\\ )
sourcetype= MyEven{s | sa_ cb/unt cb \nt(?v\aL%rhaIch(MvFleld "N123*"))
AS MyCount | eval M 1 £ MyCount / count

Y (!(ey (yg\ ( QE/) y\\ <(J( ((>
),
sourcetype= MyEveht |sth{sqo \counthval(hke(MvFleld "123%")))
A<S N{Lybogmtiévgl M Ic—%t = ﬂ.@O M)}(fount /\Qount
\ < ( ) A ‘ ( )\\ \ B
TH\E XP\LANAT}ON Qﬁal' 2 ncﬁ where always treat asterisks ("*") as
strmg Ili rEalgs (which: ‘s>why< ¥, do<rr Qét an error, just unexpectedly incorrect

results) ever al§W|quade Tms i the converse of the previous gotcha!

)
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Gotcha #5: It's the same 'case’ e\@ﬁ\lf'@éu can't see 'eval'l

THE SETUP: You have been as%ea&\gflgc(m}t how\many times something
happened in your data: '

K (\\\\\
\ )
sourcetype=MyE e(rt@ L& \\\ . G
| eval type= cage(d\/lv\l;(le}d \1236* \123* &rbe() @ther )f
O ON

| stats co%an M(@ uint B(\(typ\\%\\ &G < €
THEI?y B E >\For 6(rﬁe reasen\e\&e‘r{/fhmg tﬁuckets to "Other". Strangely,
vyhéﬁ OL{/FBJN thg (rﬁath dlredtly (wlthout e\@) you get a non-zero answer that

séems orrect: (N \\ ((\ (( Q
3/

i ) ¢ ‘
< sourEetype@MyEvth\é MVFIE(](}" '123*" | stats count

O ( (<)(j
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Gotcha #5: It's the same 'case’ e\@n&\f'@u can't see 'eval'l
i\
(/ ;s
THE SOLUTION: With "case" (and i\f“) voﬁ may NEVER use wildcards; use
"match" (RegEx), or "like" (SCSL’) \n?te/\ad £C
\\\
// \\ l ( )\
sourcetype= MyEye{fts | e<val Yypew\afs (ma’[c%(M\;Fleld "n123*), 123",
true(), Other?/\{ stats@q\ﬁt,%s My\Count BY type A
/ \/ N\ ‘ \\ \\ < (’ (
sourgze/ ype— Evénés | (a(val type= %ag (Ilke(M\,(Fneld "123%"), "123",
%ru%()\ chérb') | stat &oiunitiAS Myé: unt B\( |type
\ < ( ) A ( ), \
ﬂ—l EXPLANATION 'iihe ?pkuhk p a§e) and 'if"" commands are just like the
ev " rmﬁand antj |n fgct afe drivenby the same "eval" and "where" code.
This is %actly\i‘he samé\as the [Srewous gotcha!

)

/gi“(
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Gotcha #6: Time, tlme(, Wh?fQé\tlme?
RN
\<// (/ i ~ ( y ¢
eV O
| saveidand sthecuied _
THE SETUP: A search has Qee saved and s hedulgd\tb run every day, in the
middle of the night, mge(é ti’mie/{énge thgi%\o\ve\[saﬁé previous day.
')/ \ )\\ / )\‘) {’(,‘/’ < _\( AN\
sourcetype(:My%v;gt,s\gérlgie)st/z;*lc{gd /Iét\est\;@é} ( ,( \)

& ) ¢ \ ( /\\\ “N ( © . -/<{<
THE Pi@BT_E ; >§0an 6[eiaéls @1{ this report ér/e/hl)‘elgnjg compared against a
report t étésﬁene(ratgdfrom@ honjg,plunksg\sfe\rn-of-record that Is using the
same ev\e%t )da/tril\(b(rflegg\'rmiate apalog) and’same time range, but the numbers,
altholgh alwaysgvesrxél se, hever exactly match.

) ( ) \ ﬁi‘\' e \
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Gotcha #6: Time, time(, yvhattstlme?

AN\ \’\\
THE SOLUTION: Have the user that\q'vyns the saved séarch change his "Time

zone" setting. O

P “-\ P
<) \

) \ e ( p k\\ *l

THE EXPLANATION: Eygry;’sch(,e;dLﬁe?d‘{jgp;rUns AS A USER (the user that
saved the search and-owns lt)Eac? user has & “Time, zone" setting inside his
profile (under My User Name -> Edit-account -> Time zone):If, for example, you
tell splunk to ra rﬁ a sear(fhat @AM‘ yq_\ufa\r'e angéII)y (ﬁsa(yih)g run it at "3AM as
defined by this usef's Tina(eébhe se)tt‘iri‘g"\a(n)d,‘) much‘more importantly, over the
"dax,i!/(i&ld@d;.>\0d@,d)\ al<o as defined by thatuser's "Time zone" setting. The

question is: Whatr,(«\Q‘r"{:réthe(,<"'When'('))ﬁs)"a day"'(as regards the snap-to part)? If
the uge}r‘“‘uses/"«'G“ST",//th?\n th@w\iﬁdd (,.,tﬁaf\defines "all of yesterday" is several
hours dn‘[erent)thasnthe wind W tf(la’[ olld be defined if he had used "UTC".
This is an éven&bigger(grfo I(er(nj(if) the saved search is a populating search for a

Summary Index! ( O

/.'\"\()



Gotcha #7: Ghost |n<t[1é\m§6hmel
) \\<// ( S) \\ \( 2

Y
< < < r{\( | \\ \
THE SETUP: You haveg{ahy peﬁdrts t 1;<a\re bemé generated from saved

searches and thes h yé be/en\IUst fqr{e\ (\f \/
, ( | ( ) \

/
THE PROBLéM Aﬁéag majf)%\restru&funng(tﬁat( |nc<lu\déd both layoffs and
person?& reahg@ ént§ Some r@ﬁok qré(returmng bad results. There are even

%r tage bhsgrunt(led employ that were adversely effected! You
fin Jthls@a d to gél éve k{dt %so ma\ reports doing such strange things?
V7 Q- G r(( )
<> ( ) \ W\ O (\
; \S Q)\\ < (
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/‘gi(ﬁ
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Gotcha #7: Ghost in the machlnel
THE SOLUTION: Repair any saved searghe fh \are scheduled but no longer

have proper ownership/permission (each owner ust have the appropriate
roles: those that the user prewously ad) L(Js>e thls search to find them:
</ < ( ( AN
| rest /servicesNS/-/- /saved/searc(hés w 6 \‘\
| where is_scheduled=1 AN. dlsabled—)O AND( :

(isnull(next_scheduled> tlme)\OI/:i ($ea| A0l owner$— 'nolbody"))
| fields eal @g Owne‘r cron _gséheduje is. échedu(led eal, ‘acl. app
O
next_ Schedule@ tlm?( tifle upplai’ed SP'F“" semer disabled
\ ol < A |

THE. E>\<PL(ANATIQN Sch duled se<arches run'in context of an owner who
must exist and have apgﬁdprlata(r es. df; a’search is "active" and "scheduled"
but-has no nfext) sche ed_(time" 9 (‘ripbody owns it, then you have trouble.
If itis owheﬁ byK nabody then the user that originally owned it has been
deleted and the'permissions he had (determined by his "roles", frequently
matched to Active Dlrecto(ry( roles) are no longer in place so the search may
behave differently no\/\)\l(han It did previously when run as the proper owner.
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Gotcha #8: What you don(t see\ can>hurt you!
\ A

THE SETUP: More and more, you a@ ge;tlng rer\)orts of "bad searches", or
queries that "don't match results from a sep arate un®. In every case, When you
re-type the search string manuaﬂy it wiorks. Vqsdaﬂy the §tr|ngs are identical, but
apparently there are invisible charagtérs mtfaducgd at some point in the crafting
of the string (most Ilkely through cut- ahdapastg) the hreak |t

| e\ \
THE PROBLEI\/I( When ‘the search failst complelfe)ly the( p@oblem IS apparent and
it gets discovered: a{nd fixed. Sometlmes hoWeverf it's'a "silent failure" and
returns\wrong resUIts that a{re ndt easﬂy‘notlced until "too late". For example, if
the $earch(has afleid fllter m\llke mﬁlFleId l=someValue" but your search does
not r?turn events that yd W éxist, |ﬁspect the search job. The Job Inspector
may>reve(al that Splunk usg d r’nyFieI 'UsomeVaIue\an iInstead (where the
character \anK is' unmhtable/mwable everywhere except in the text shown by
the Job Inspector, which s(hows a hexadecimal encoding of it).

O




Gotcha #8: What you donit see can>hurt you!

THE SOLUTION: Find the broken search@s and {li(&each one by re-typing it

manually: g ( \ ({

rest /servicesNS/-/- /saved/searcghes/ o r‘\;(:/’ AN
rex field=search "(’><ILQIthtandardChar*a\cter?[’6 l~\r\n]+)"

where |snotnuII(NonStandardCharacter) G Y

rex field= searCh "(’?<Ar’0unglNantandardChafraCteD {4}[’\ -~\r\n]+.{4})"
search NOT tltle:"IMC(A(sset Bu:ld Full’ « O

fields’ fitle eal acP owney éearéh i\( >( R “a

xeﬁame tltle AS Name ea acl app AS SpIUnkAppLocatlon

>searcﬁ AS Séarch(igefvy ) 5 )(‘ O
(Y 7S \)“)

THE> EXI?IJ\NATJ@N Thl$ search ﬁn(ds search strings with unprintable

characters in thge 'SPL.This. s(héuld probably be scheduled as an alert and also

run against recently run searChes (not just saved searches) with the appropriate

admin response, resméétfvely either saved search repair or user education.




Gotcha #9: Where is (Iltgga*IM@E}t Search

R\<// ( )</ \\ \ Cye
| ( \ <
THE SETUP: You are tr%ln@to %ou@]biery p\art\culgr\e\\/énts

sourcetype—!\/k%E\xent \Fle £% }Otheﬂ\zlel S S
| where I\/tvF&( @Iﬁe Flefl |stat\s\cbun<t(f> / (f )\

<

| ¢ e
THE IgOB E \Yoq a@recgv ng couhfé that ére WAY off and your

tlga p\revgfﬂ‘&lt IS Qaéause your resglis are missing most of your data

t tyoix{&knowks\ éres\\‘ G, G ¢ \)
( \> ) ) ¢ (()/
<> O \\ > (\r
) \\\ AN

/Xm(

18
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Gotcha #9: Where is (Iitgar)ﬁé“\‘i;"l‘xi')<:;'«n-’éSea rch

THE SOLUTION: Enclose your multi-w/o'-rd\fiéld_,r(aﬁn/e\inside dollar-signs or

single-quotes (I prefer the former):‘/ \

-~ \ P
L . Qe
N \ N
N\ \ \
< .\
R

-

sourcetype=MyEvents MyF i(\éid\\:;'g*l'i“!‘()t‘her Fibld" =

| where I\/IvFieId:$Q\t|:jér>FiQ‘|d1$: I\{Iylj—{e‘ldz'(\)ghé‘f|:ield' | stats count

<

g N

(\ <O\ - OV, 55 W /
THE EXPLANATION: The main) d?ff(er“e\hge Ifbét{/vegr)f ‘where(and 'search’
(besides the nature Qt;&;asé-(ir{/sénsiti\(ity““*p“revi@)lﬁsly dis¢ussed), is that 'where'
presumes the right‘hand-vallie (RHV) of the‘equalstsign to be another field
name; but it can be corvinced otherwise!if you €nclose the RHV in double-
quotes. The problem here is that using (.eqd“l'~ds)ing double-quotes is also the
most,common )Wayto sb cify qﬁﬁﬂl‘ifmq}{d““‘(Whitespace polluted) field name, too!
Sowhiclrinterpretation wips out in'this-ambiguous case? In such a situation,
the RHV will always be treated @s a string literal. To force it to be treated as a
field name instead, use the less-common (but also less-ambiguous) method of

specifying a field namé of enclosing in bounding dollar-signs or single-quotes.
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Gotcha #10: Don’t ad<d\ﬁ1\/ cat, Dog!
I e
THE SETUP: You need to create a ngvyf(ield <by hé) cat(en<ating 2 other fields:
) i \/ ( )\ \Kf\\ J
sourcetype=MyEvents <\~ - </\ LON T
| eval CatField = MyField+ Otheffield -/ - O
| stats count by CatFiéld <~ <5\ S
"N (\ ) % \<\ N C Q' (’(‘/J\ < _\( ~
THE PROBL M:ffhegé&br’t tested out just fi'rle(t))(ut< some people are

complaining that t e@a\reséi\hd 4va{IL‘Lé§ or CatField<that are impossible (for
< 9/ ( )

'

which conistitu ';\ﬁe)ld values fqr(Myl):qu&I(and OtherField are impossible. Sure
'ﬁ/\/\ﬁ.il./< N .
epo@g , y%ou see direct ewdan&e of the sarp@&h\ng when you search for it
directly; with a search ke this: O~ O
P ® \ ( &,\) ) \[’s‘ ,w)<< < (4N gr((/))//‘
\§ourc§etybe—<MyEbe ts( A0
| eval CatField = MyField ¢, OtherField
| stats values(MyerJo)IQ MélueS(OtherFieId) count by CatField
A



Gotcha #10: Don’t ad@\ﬁ‘n\l Ga‘E >log|
THE SOLUTION: Enforce Concatenatlo{n v\}lth 5 Qk&tostrlng()"

\G v
sourcetype=MyEvents > \ i | < X \\,
| eval CatField = MyField ¢, OtherFlékd K& )
| \
| stats count by CatF%e(d> < \/ \ @\\\ | (r( )

; h ( i 2 ,ﬁ’(‘/l\ < _\( ~
sourcetype= I}(/jl)flgvents A A\ G

| eval Ca F(e = t@(stnnq I\/{y\held)Q\téstrlnd(btherFlﬁeldS

| staxts/count at @Iq ¢ \> O O7 4G

A \|

TI{E \EXBL(ANATIQN T he '+ <oper@ubb as<2\funct|ons addition and
concg@n\atlon' S\o Whlc\t\lnt%rp(éfatl{ta \wins out in this ambiguous case? In
suc\:hﬁ a S|guat|on |t(\i\xfhl pre r to treat %e/arguments as numbers to be added and
will only concat@wéte |’Ppn\e (o be)th) IS NaN (Not A Number). To force
concatenation, either use (th<e>{ess -common (but also less-ambiguous)
concatenation operatgkf ' or typecast the arguments with "tostring()".

<



Wrappin%lt >k)b/\.j.<»<>

1. If you have any suggestions Qr&@the )@estlo\r\irvou can:

* chat me as @woodcock in@ﬁ& (h{tﬁé://sp%lgnllusergroups.slack.com)

' (g . L
* email me @ Gotchas@%ﬁilunxte(r.t\om\g(’ Woo\ﬁlgi\oEQ@Splunxter.com
2. Arecording will Fbg/pos\tg/dmpthM\S-p@;iré f(aﬁeer minor edits resulting
from com,v%ﬁ)ts\r%c\éfved[aﬁ a (r)es%lic of ;cf%ig §(€ssio(rgf\a\t this link:
* https:/ /(gvgw.y(qujc/ube.cé‘j%ya(ja(q}\a/ L(J(}h(?u S P@)Ql\ierVSYwh nitcINg
3. )hﬁs 'ssyqaﬁpporiigg%f gxgz‘-déy(d&s&ss )cowe\/nriﬁg 50 Gotchas, but the
O o%—@rhportg(r}}é g‘eisgfére\fi_r@tfs}@ yﬁ\é})t the "Best Of"! If you are
i@’ge est%q E%k{i_n%<£l{>e e@;g'ﬁ(g’c‘l )/«e ail Gotchas@Splunxter.com
4.<>If ydu)ﬁévg\e&b'eri%@ed a(n@cr)f your own "Gotchas",
PLEASE DO SHARE YOUR STORY WITH ME
via any of the op%ip)ﬁs\on this slide! .
LN
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https://www.youtube.com/channel/UCh2uSDo0N25vSYwhnitcINg
mailto:Gotchas@Splunxter.com

